REQUEST LETTER ITEMS 
	BSA/AML Compliance Program 

	___
	Name and title of the designated BSA compliance officer and, if different, the name and title of the person responsible for monitoring BSA/AML compliance. 

· Organization charts showing direct and indirect reporting lines.

· Copies of resumés and qualifications of person (or persons) new to the bank serving in BSA/AML compliance program oversight capacities.

	___
	Make available copies of the most recent written BSA/AML compliance program approved by board of directors (or the statutory equivalent of such a program for foreign financial institutions operating in the United States), including CIP program requirements, with date of approval noted in the minutes.

	___
	Make available copies of the policy and procedures relating to all reporting and recordkeeping requirements, including suspicious activity reporting.

	___


	Completed Officer’s Questionnaire (BSA), if required by the bank’s federal banking agency.

	___
	Correspondence addressed between the bank, its personnel or agents, and its federal and state banking agencies, the U.S. Treasury (Office of the Secretary and Department of the Treasury, Internal Revenue Service, FinCEN, Detroit Computing Center, and OFAC) or law enforcement authorities since the previous BSA/AML examination.

	Audit

	___
	Make available copies of the results of any internally or externally sourced independent audits or tests performed since the previous examination for BSA/AML/OFAC, including the scope or engagement letter, management’s responses, and access to the workpapers.

	___
	Make available access to the auditor’s risk assessment, audit plan (schedule), and program used for the audits or tests.

	Training

	___
	Training documentation (e.g., materials used for training since the previous BSA/AML examination).

	___
	BSA/AML/OFAC training schedule with dates, attendees, and topics.  A list of persons in positions for which the bank typically requires BSA/AML/OFAC training but who did not participate in the training.

	Risk Assessment

	___
	Make available copies of management’s BSA/AML risk assessment of products, services, customers, and geographic locations.

	___
	List of bank identified high-risk accounts.

	Customer Identification Program

	___
	List of accounts without taxpayer identification numbers (TINs).

	___
	File of correspondence requesting TINs for bank customers.

	___


	Written description of the bank’s rationale for Customer Identification Program (CIP) exemptions existing customers who open new accounts.

	___


	List of new accounts covering all product lines (including accounts opened by third parties) and segregating existing customer accounts from new customers, for [examiner to insert a period of time appropriate for the size/complexity of the bank].

	___
	List of any accounts opened for a customer that provides an application for a TIN.

	___


	List of any accounts opened in which verification has not been completed or any accounts opened with exceptions to the CIP.

	___


	List of customers or potential customers for whom the bank took adverse action,
 on the basis of its CIP.

	___
	List of all documentary and nondocumentary methods the bank uses to verify a customer’s identity.

	___
	Make available customer notices and a description of their timing and delivery, by product.

	___


	List of the financial institutions on which the bank is relying, if the bank is using the “reliance provision.”  The list should note if the relied-upon financial institutions are subject to a rule implementing the BSA/AML compliance program requirements of 31 USC 5318(h) and are regulated by a federal functional regulator.

· Provide the following:

· Copies of any contracts signed between the parties.

· Copies of the CIP or procedures used by the other party.

Any certifications made by the other party.

	___
	Copies of contracts with financial institutions and with third parties that perform all or any part of the bank’s CIP.

	Suspicious Activity Reporting 

	___
	Access to Suspicious Activity Reports (SARs) filed with FinCEN during the review period and the supporting documentation.  Include copies of any filed SARs that were related to section 314(a) requests for information or to section 314(b) information sharing requests.

	___
	Any analyses or documentation of any activity for which a SAR was considered but not filed, or for which the bank is actively considering filing a SAR.

	___
	Description of expanded monitoring procedures applied to high-risk accounts.

	___


	Determination of whether the bank uses a manual or an automated account monitoring system, or a combination of the two.  If an automated system is used, determine whether the system is proprietary or vendor supplied.  If the system was provided by an outside vendor, request (i) a list that includes the vendor, (ii) application names, and (iii) installation dates of any automated account monitoring system provided by an outside vendor.  A list of the algorithms or rules used by the systems and copies of the independent validation of the software against these rules.

	___
	Make available copies of reports used for identification of and monitoring for suspicious transactions. These reports include, but are not limited to, suspected kiting reports, cash activity reports, monetary instrument records, and funds transfer reports.  These reports can be generated from specialized BSA/AML software, the bank’s general data processing systems, or both.
If not already provided, copies of other reports that can pinpoint unusual transactions warranting further review.  Examples include NSF reports, account analysis fee income reports, and large item reports.

Provide name, purpose, parameters, and frequency of each report.

	___
	Correspondence filed with federal law enforcement authorities concerning the disposition of accounts reported for suspicious activity.

	___
	Make available copies of criminal subpoenas received by the bank since the previous examination or inspection.

	___
	Make available copies of policies, procedures, and processes used to comply with all criminal subpoenas, including national security letters (NSLs), related to BSA.

	Currency Transaction Reporting

	___
	Access to filed Currency Transaction Reports (CTRs) (FinCEN Form 104, formerly IRS Form 4789) for the review period.

	___
	Access to internal reports used to identify reportable currency transactions for the review period.

	___
	List of products or services that may involve currency transactions.

	Currency Transaction Reporting Exemptions

	___


	Access to filed Designation of Exempt Person form(s) for current exemptions (Treasury Form TD F 90-22.53).

	___
	List of customers exempted from CTR filing and the documentation to support the exemption (e.g., currency transaction history).

	___
	Access to documentation of required annual reviews for CTR exemptions.

	Information Sharing 

	___
	Documentation of any positive match for a section 314(a) request.

	___
	Make available any vendor confidentiality agreements regarding section 314(a) services, if applicable.

	___


	Make available copies of policies, procedures, and processes for complying with 31 CFR 103.100 (Information Sharing Between Federal Law Enforcement Agencies and Financial Institutions) (section 314(a)).

	___
	If applicable, a copy of the bank’s most recent notification form to voluntarily share information with other financial institutions under section 314(b) of the Patriot Act and 31 CFR 103.110 (Voluntary Information Sharing Among Financial Institutions), or a copy of the most recent correspondence received from FinCEN that acknowledges FinCEN’s receipt of the bank’s notice to voluntarily share information with other financial institutions.

	___


	If applicable, make available copies of policies, procedures, and processes for complying with 31 CFR 103.110.

	Purchase and Sale of Monetary Instruments

	___
	Access to records of sales of monetary instruments in amounts between $3,000 and $10,000 (if maintained with individual transactions, provide samples of the record made in connection with the sale of each type of monetary instrument).

	Funds Transfers 

	___
	Access to records of funds transfers, including incoming, intermediary, and outgoing transfers of $3,000 or more.

	Other BSA Reporting and Recordkeeping Requirements

	___
	Record retention schedule and procedural guidelines.

	___
	File of Reports of International Transportation of Currency or Monetary Instruments (CMIR) (FinCEN Form 105, formerly Customs Form 4790).

	___
	Records of Report of Foreign Bank and Financial Accounts (FBARs) (TD F 90-22.1).

	OFAC 

	___
	Name and title of the designated OFAC compliance officer and, if different, the name and title of the person responsible for monitoring OFAC compliance. 

· Organization charts showing direct and indirect reporting lines.
· Copies of resumés and qualifications of person (or persons) new to the bank serving in OFAC compliance program oversight capacities.

	___
	Make available copies of OFAC policies and procedures.  

	___
	Make available copies of the bank’s risk management process relating to OFAC sanctions.

	___
	Make available a list of blocked or rejected transactions with individuals or entities on the OFAC list and reported to OFAC.

	___
	If maintained, make available logs or other documentation related to reviewing potential OFAC matches, including the method for reviewing and clearing those determined not to be matches.

	___
	Provide a list of any OFAC licenses issued to the bank.

	___
	If applicable, provide a copy of the records verifying that the most recent updates to OFAC software have been installed.

	___
	Provide a copy of the annual report submitted to OFAC (TD F 90-22.50).



	Electronic Banking

	___


	Make available copies of any policies and procedures related directly to electronic banking (e-banking) that are not already included in the BSA/AML policies.

	___
	Management reports that indicate the monthly volume of e-banking activity.

	___
	A list of business customers regularly conducting e-banking transactions, including the number and dollar volume of transactions.

	Electronic Cash

	___


	Make available copies of any policies and procedures related directly to electronic cash (e-cash) that are not already included in the BSA/AML policies.

	___
	Management reports that indicate the monthly volume of e-cash activity.

	___
	A list of business customers regularly conducting e-cash transactions, including the number and dollar volume of transactions. 

	Third-Party Payment Processors

	___


	If not already included in the BSA/AML policies, make available copies of any policies, procedures, and processes related to third-party payment processors.

	___


	A list of third-party payment processor relationships.  Include the number and dollar volume of payments processed per relationship.  

	___
	List of SARs filed on third-party payment processor relationships.

	Purchase and Sale of Monetary Instruments

	___
	If not already included in the BSA/AML policies, make available copies of any policies, procedures, and processes related to the sale of monetary instruments for currency.  In particular, include policies, procedures, and processes related to the monitoring sales of monetary instruments in order to detect unusual activities.

	___
	Monetary instrument logs or other management information systems reports used for the monitoring and detection of unusual or suspicious activities relating to the sales of monetary instruments.

	___
	List of noncustomer transactions over a specified period of time.

	___
	List of monetary instruments purchased with currency over a specified time period.

	___
	List of SARs filed related to the purchase or sale of monetary instruments.

	Brokered Deposits

	___


	Make available copies of specific policies and procedures specifically for brokered deposit, including procedures for monitoring for suspicious activity.

	___
	Risk assessment covering brokered deposits.

	___
	Internal audits covering brokered deposits.

	___
	List of approved deposit brokers.

	___


	Management reports covering nonrelationship funding programs (including reports on balances, concentrations, performance, or fees paid).

	___
	SARs and subpoenas related to brokered deposit relationships.

	___
	Copy of account documentation or agreements for deposit broker arrangements.

	Privately-Owned Automated Teller Machines

	___


	Risk assessment covering privately-owned automated teller machines (ATMs) and Independent Sales Organizations (ISOs), including a list of high-risk privately-owned ATM relationships. 

	___


	Make available copies of policies, procedures, and processes for privately-owned ATM and ISO account acceptance, due diligence, and ongoing monitoring.

	___
	List of ISO clients and balances.

	___
	SARs and subpoenas related to privately-owned ATMs and ISOs.

	Lending Activities

	___
	Make available copies of BSA/AML policies and procedures specific to lending.

	___
	Risk assessment relating to the lending function, including a list of any high-risk lending relationships identified by the bank.

	___
	For loans secured by cash collateral, marketable securities, or cash surrender value of life insurance products:

· A list of all loans that have defaulted since the previous BSA/AML examination, including those that were charged off.

· A list of all loans that have been extended since the previous BSA/AML examination.

	Nonresident Aliens and Foreign Individuals

	___
	Make available copies of policies, procedures, and processes specific to nonresident alien (NRA) accounts, including guidelines and systems for establishing and updating W-8 exempt status.

	___
	A list of NRA and foreign individual accounts held by the bank, particularly those accounts the bank has designated as high risk. 

	___
	A list of NRA and foreign individual accounts without a TIN, passport number, or other appropriate identification number.

	___
	A list of SARs and subpoenas related to NRA and foreign individual accounts. 


� As defined by 12 CFR 202.2(c).
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